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In this chapter, we will review the UX design best practices critical for anyone attempting to design a

functional and helpful Copilot for their product, using Microsoft Security Copilot as a primary example.
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The image source for all screenshots in this chapter (unless indicated otherwise) is“ How
Microsoft Security Copilot Works” by Microsoft Mechanics (1). I strongly recommend you watch the

entire video.
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Microsoft Security Copilot (MSC) has many features common to SaaS copilots, plus a few new

features that | consider critical for success. Here are some key takeaways and best practices.
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Do you need a dedicated full-page Copilot? It depends on the scope of the task you want the

Copilot to help your customers with. Having a separate experience is not a requirement for success.



Next, we’ |l examine three styles of Copilot: a side panel, a large overlay, and a dedicated page. Each

one serves a slightly different purpose.
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Figure 7.1 shows how MSC is integrated with another Microsoft security product. MSC is
implemented as an add-on, activated with a button inside a specific page. Thus, MSC is invoked to help
users with this particular page. One of the most consistent pieces of feedback from our research is that
the best way to implement this type of a Copilot is by moving the rest of the page over to the left (e.g.,
not using the side panel as a pop-up that obscures the page content). This is because this type of Copilot
is meant to directly interact with the information on the page. If you obscure critical page content with
the Copilot, the lookup interaction will be awkward. Another key recommendation for a side panel
Copilot is to remain within the local page context and not to try to do too much or attempt to handle
global requests. You can always pop out a full-page dedicated global Copilot experience for that

purpose. Note all the localized page-level information in this instance of the Copilot.
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Figure 7.1 Microsoft Security Copilot implemented as a side panel

Ooon

Large Overlay

OO0 7200CopilctD 00 000ODO0ODO0ODOODOOOOOOOLOODODODODO
gogoobbobbodoooooboobobboodooooboobbboooooobboon
O0000D0O QuickSight I 0 AmazonQ CopilotD D DD ODODOODODOODOODOODO
gogobbbbbodooooobbobobboooooobobobbbooooooobon
00b0o0obo0boboobooboboobog Copilot oo boonoon
goggbobobbbuodooooobobbooooooobobbboooooobooon
obobobobobobooooboobooboobobobOobOon Copilotd O

In Figure 7.2, the Copilot panel is quite large. It is sized appropriately to help answer more general
questions with a custom dashboard that provides a great deal of background and supporting
information to help perform complex analysis and handle questions of greater depth. This example

comes from Amazon Q Copilot integrated into QuickSight. Based on our research, a large overlay



implementation is almost always the least desirable option because a larger panel, by necessity, obscures

much of the information on the parent page. This makes any interaction with the parent page extremely

awkward, in many cases leading to multiple expensive and lengthy content reloads of the Copilot panel,

because the users are forced to close the panel to see the obscured information in the parent page. In

cases where you must show in-depth analysis on a broader topic and lots of tools and suggestions, a

full-page dedicated Copilot experience is almost universally preferred.
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Figure 7.2 Amazon Q Copilot implemented as a large overlay
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Source: Amazon QuickSight on YouTube (2)
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This brilliant example is also from MSC, but in this instance, the Copilot is rendered in a custom
full-page Ul, with all the “ bells and whistles,” including full data integration. It is the most flexible yet
heavyweight Copilot Ul design pattern. Just as in the case of the Sumo Copilot (described in the
previous chapter), this version of MSC can handle any level of task, including providing the deepest
level of analysis with all of the controls and suggestions that go with that. A full-page Copilot is an
Al-first alternative experience platform for interacting with your system. The caveat is, of course, that
many of the functions of the product available elsewhere will have to be integrated into this experience,
which is expensive and time consuming to build and maintain. In contrast to the side-bar Copilots, this
full-page version (see Figure 7.3) requires dedicated product navigation similar to any other product

feature.
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While designers have many options, the more serious the task, the more screen real estate Copilot
will require. Ultimately, the size and complexity of the area you will need for your Copilot will depend

on what you want it to do for your customers.
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Figure 7.3 Microsoft Security Copilot implemented in a full page
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SaaS Copilot Is Stateful
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The Microsoft Bing Copilot has no long-term memory, so it is a bit like an ostrich—every time it
meets you, it" s meeting a new person! In contrast, a SaaS Copilot like MSC makes it a big point to be
stateful. As a user, you can have multiple overlapping conversations with MSC, picking up where you
left off as the Copilot continuously adds more context and information to your session. Maintaining
state is an essential feature of a SaaS Copilot. If you want your users to be able to have deeper, multistage

conversations and in-depth analysis, they need to be able to dip in and out of their session and perform



other tasks, as needed.
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Specialized Fine-Tuned ChatGPT Model
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Another essential feature of the MSC is the Al model trained on up-to-date data. It isimpressive.
Compared with the stock ChatGPT, MSC performs considerably better. Fine-tuning,
retrieval-augmented generation (RAG), and other methods of “ training” LLMSs on custom content
will be especially critical for SaaS Copilots and Al Agents in the near future. (For a simple practical
example of RAG, see the sidebar “ Getting Ready for Al-pocalypse: Shorthand UX Design Notation as
Al Prompt” in Chapter 14. See Chapter 15 for more on UX of Al Agents.)
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Figure 7.4 shows the difference in response level between a custom MSC model trained on the latest

company data and a stock ChatGPT instance.
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The MSC model has access to up-to-date information (that the stock ChatGPT does not have).
MSC also has access to specialized databases containing IP addresses further enriched with supplemental

information, such as whether the IP address belongs to a malicious organization.
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tonomous System Numbers (ASNs) and

Security Copilot GPT-4 instance
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Figure 7.4 Trained MSC vs. untrained ChatGPT
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In addition to training the model, the creators of MSC have been able to add live data feeds from
multiple systems via what they call “ plug-ins.” These are custom data feeds specially configured to

feed data about your specific system into the LLM in near real time.
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This is a complete game changer because stock LLMs typically feature static data that extends only
to some time in the past and no further. For example, GPT-4 only has access to information until

September 2023 (3). The model has no information about anything that happened after that date.
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In contrast, MSC can answer questions about the incident that occurred just minutes ago (see

Figure 7.5).

Security Copilot | Preview

What is the status of the user account for Lynne Robbins? Is it locked out?

> () 3 steps completed 24s

I found a single user matching the name Lynne Robbins. She is a Helpdesk Administrator. Here are the
key details:

+ Display Name: Lynne Robbins
* Given Name: Lynne

¢ Surname: Robbins

s User Principal Name:
+ ID: 006a987e-6a0b-4891-a7b5-1277233e8bd4

« Job Title: Helpdesk Administrator
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Figure 7.5 Specially trained MSC Copilot can answer near real-time questions
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MSC can accomplish this thanks to the real-time data supplied by the plug-ins, or data sources that

feed the model up-to-date information (see Figure 7.6).



Manage plugins

Turn your plugins on or off, personalize their settings, and add new ones to extend

Security Copilot's capabilities.

£ @ On(12) |  Off (1)

Microsoft services ©

Defender External Attack Surface Management
Attack Surfaces

Microsoft Entra

Alerts, users, groups, access reviews, and risky services

Microsoft Intune

Devices, privileges, policies, and postures

Microsoft 365 Defender
Alerts and incidents

Microsoft Defender Threat Intelligence
Hosts, IP addresses, Whois records, and artides

Natural language to Defender 365 KQL
Query-generating capability (for Defender)

Natural language to Sentinel KQL
Query-generating capability (for Sentinel)

Microsoft Purview

5 88088808188

Data security and compliance alerts, insights and risk details

Microsoft Sentinel
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Figure 7.6 A list of external data sources (plug-ins) available to MSC
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The 1A of the Al Is Straightforward, Focused on Chat
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The information architecture (1A) for this artificial intelligence (Al) product is relatively
straightforward (Figure 7.7): a landing page, followed by a My Sessions page (similar to ChatGPT" s
History pane), and then ultimately followed by an answer to the specific question or chat-based
investigation session. Whatever “ magic” is contained in this particular Ul is in the individual sessions:
the interactions between the human and Al, and that terminal node page (chat) forms the focus of the
Copilot interaction. (See a detailed discussion on Al-first information architecture in Chapter 12,

“ Modern Information Architecture for Al-First Applications.” )
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Figure 7.7 The information architecture of a typical Copilot
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Promptbooks: No Need to Twist into Pretzels to Write Prompts
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Prompt engineering has clearly taken over the Internet. Like priests offering to provide divination
from fresh rat entrails, the Internet is brimming with consultants who, for a modest fee, will help you
write a prompt to create your next billion-dollar empire, run for president, or write a winning college

essay that will get you into Stanford.
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Just like Sumo Logic Copilot suggestions feature we discussed in the previous chapter, MSC offers a
welcome alternative: the Al that helps you write the prompts to help you interact with Al. This is similar
to the concept of playbooks, that is, the predetermined plays based on specific scenarios (asin, “ the
49ers team needed a playbook for the 2020 Super Bowl and did not have one handy, so they lost to the
Kansas City Chiefs” ). The MSC comes to the rescue with Promptbooks, premade recipes for common
investigations (see Figure 7.8). These are recommended right on the homepage. That is especially handy
because in security incident responses, as on the football field, the situation is extremely stressful, and
time is often exceedingly short. No matter how much prompt consultants try to sell their smarts, there is

no time to write complex multipage LLM prompt monstrosities in the real world.
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The best practice demonstrated by the MSC and the Sumo Copilot is to provide specific, short
queries in a natural language that interact with the custom data in predictable and repeatable ways that
yield valuable information along a predetermined work path. This is the essence of SaaS Copilot best

practice.
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Final Thoughts
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Saa$ is serious work, and SaaS Copilots are now a serious business. To be successful as a Copilot
designer, you need to figure out what tasks the Copilot will be handling and map out the appropriate
amount of screen real estate for your feature: side bar, large panel, or dedicated experience. Next you
have to research which additional data sources to bring into the experience and figure out what custom
data set you will use to train the Copilot LLM. (Recall that the digital twin exercise discussed in Chapter
4,“ Digital Twin—Digital Representation of the Physical Components of Your System,” is most
handy for this purpose!) | recommend keeping the information architecture simple, with a go-to pattern
being the list of sessions/history as a central hub in a hub-and-spokes design. However, your Copilot’ s
purpose and information architecture may differ. Finally, it' s essential to consider what
“ promptbooks” (e.g., premade prompts, suggestions, and auto-complete) and Ul controls your
Copilot will be providing to the users to help them continue with their flow (more on this in Chapter 9,

“ LLM Design Patterns” ).



© Suspicious script analysis

Get a report analyzing the intent. intelligence, threat actors. and impacts of a suspicous script.

Script to analyze

Prompts (7)

The following script was found as part of a potential security incident. Explain what this script
does step by step and infer the intent. Also note any actions expressed that could be malicious in

nature including destructive activities, stealing of information or changing of sensitive settings
<SNIPPET>

Is this script malicious?

Provide the reputation of any IPs or hostnames found.

Are there any threat intelligence articles that reference the 10Cs that were found?

Show me the profiles of any threat actors referenced.

If this script was malicious, what are the recommended policy changes to protect against it?

Write me a report that summarizes the findings from the investigation. It should be suitable for a
non-technical audience.
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Figure 7.8 MSC Promptbooks provide easy starting points for a security investigation
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Design Exercise: Create Your Own Mobile Copilot
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In your first actual Ul design exercise, you will be designing a mobile Copilot Ul for your own use
case:
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O00——0000000000 Using the MSC and Sumo Copilot as examples, brainstorm
and sketch some ideas for your experience using the standard Copilot “ chat” features to drive
the flow. Your new Copilot will be mobile, so consider using the entire real estate afforded by the
mobile device screen. (You can, of course, make it a modal or a partial panel as well, if you

like—it is, after all, your design!)
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data sources that will be useful to incorporate into the experience to train the model and give it

real-time situational awareness.
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00000000000 IAOOOO0O0OD0OConsider your design’ s information
architecture. Does your Copilot need to be stateful? Do you need to remember and handle
multiple human— Al conversations? If so, how would the user access previous conversations?

Can you use the History page as a hub for a simple hub-and-spokes |A model?

-00000000000000D00O0ODOO O Consider what promptbooks your users might
want to see.

-00 Copilot DD 00D OODOUVIDODDO0OODOODDO0ODOOODDOWhat

onscreen Ul controls should your Copilot provide to your users to help them with their flow?
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Sketch everything using rectangular sticky notes. If you need inspiration, look at the following

example. Do not proceed to the next chapter until you complete your own design exercise.
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Design Exercise Example: Life Clock Copilot
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In the storyboard we explored in Part 1, the basic flow is very simple: The user takes a photo of the
food with their phone, and the Al tells them the type of food, its quantity, and how it might affect the
user’ s longevity and health. We can easily leverage the Copilot design principles in this chapter to
design the Ul to perform this task. In the sketched wireframe in Figure 7.9, the user opens up a blank Life
Clock app (let’” s call this design “ Life Copilot” ) screen and utilizes the phone’ s camera to
photograph a food item and upload it to the Copilot Al. The Life Copilot then performs the analysis of
the photo and prints out the food type, its guess at the portion size, and a snarky opinionated plain-text

speculation on the likely long- and short-term health effects of this particular food:
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Figure 7.9 A simple workflow for a Life Copilot app
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To perform this kind of analysis, the Life Copilot will need the image database of labeled food items

and a sophisticated analysis engine, as described in the digital twin exercise in Chapter 4.
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Interestingly, shortly before the publication of this book, a very similar feature called “ Al Meal

Scan” became available in my favorite fitness tracker app, MyNetDiary (Figure 7.10).
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Al Meal Scan Close  Lunch,Dec11+v omela &

Wed, Dec 11 £ Wed, Dec 11
Vitasoy usa organic 118 cals
nasoya super firm 100g
cubed tofu

12:22PM, 12g protein

One snap, your meal
logged in seconds

Try Al Meal Scan >

O Search and log foods ‘ Red pepper 13 cals
12:22PM, Og protein 50g
Add Photos
Cooked Onion 8 cals
4 AlMeal Scan 12:22PM, Og protein 309

Curry sauce prepared 39 cals
= with water 70g
12:22PM, 1g protein

Wild rice 152 cals
12:22PM, 69 protein 1509

A few tips

« For flat dishes, take photos from the top

down. For bowls - at an angle.
« Include a utensil or your hand to help the Al Lunch Totals 330 ca]s
better estimate portion size. 199 protein

« Keep using barcode scanner for packaged
food - for more precise nutrition.
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Figure 7.10 Al Meal Scan feature from MyNetDiary app
guoouooboooogoou

Our early design was pretty close!
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One crucial difference between simply logging the food the way MyNetDiary app is doing and
leveraging smart food choices to extend lifespan and improve the user’ s health is the quality of advice.
For the Life Copilot app, we will need to do some additional fine-tuning/retrieval-augmented generation
that would gently guide the user through healthier choices of food without sounding too pedantic or
preachy—in other words, our LLM should have the personality of a compassionate and supportive (but

tough!) health coach, who can advise and guide the user through difficult lifestyle changes.
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We also would want our Life Copilot to be stateful. Thus it can be aware of the calendar date and
time of day to note the running total for the day of the consumed calories, micronutrients, and exercise
and keep a running daily tally, so it can better advise the user on what to do with the next meal choice
such as if they can “ afford” (calorically speaking) to have an extra slice of pepperoni pizza and a

desert or should instead go for a walk around the block (see Figure 7.11).
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Figure 7.11 Life Copilot app with health coach Al commentary
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In addition to snarky advice, we could add the ability to enter weigh-ins and exercise that are not
captured by wearable devices such as smartwatches. This can be accomplished through traditional
HTML forms or even simpler: through the LLM chat, simply by asking the Life Copilot to add this

information.
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Finally, we would also want to add a simple hub-and-spoke 1A model for the daily conversation
history with weekly totals and the ability to delete erroneous entries. We can also add the ability to
produce a fancy report (along with the usual signature snark) showing health trends over time and
alerting users if their lifestyle choices negatively impact their lifespan. We will sketch the History and the
Report as part of the “ Copilot Report” exercise in the next chapter (and tackle dynamic alerts,
forecasting, and periodicity, and DOI dashboards in due time later in the book, as each of these topics

deserves its own chapter).
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But first, before we get to all the other goodies, it" s your turn to sketch a Copilot for your own use
case. Do not advance to the next chapter (or collect $200) until you have completed this exercise. It

should only take you a few minutes, and it will be time well spent, | promise!

Do or Do Not. Thereisno Try.



—Yoda
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