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One of the most powerful LLM use cases is reporting. Yet, reporting is often overlooked in favor of
its sexier cousins, like LLMs’  ability to effortlessly compose haikus about space pirates and crocodiles.
This chapter continues exploring the intricacies of Copilot design, building on the previous chapter on
Copilot best practices. In this chapter, | focus on reporting, a critical emerging LLM design pattern,
using Zoom Al Companion and Microsoft Security Copilot as examples notable both for their

usefulness and their fearless embrace of Al-first features.
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One shining example of Al-driven value and utility is the Zoom Al Companion (ZAC for short).
ZAC provides several envy-inducing features not found in competing products, including the Al-driven

meeting summary feature.
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ZAC provides an easy way to summarize a meeting using the transcript. ZAC offers users minimal
controls for fine-tuning, but it is so useful precisely because it takes no time to set up. Users can enjoy the
immediate benefit of documenting the meeting summary and next steps without doing much at all—the

Al takes care of everything out of the box (see Figure 8.1).
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ZAC automatically summarizes the meeting and can answer specific questions about it, providing

action items, due dates, and other key information, as shown in Figure 8.2.
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Figure 8.1 ZAC provides an automated meeting summary out of the box
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Set It and Forget It
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Figure 8.3 shows the settings screen in the unlikely event that users feel the need to configure ZAC.

As you can see, it" s very basic.
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The design of the Zoom Al Companion uses the “ set it and forget it” approach, with the option
to kick in automatically and for every meeting. And why not? There is minimal downside to using ZAC.

This“ effortless enhancement” approach is a shiny example of how Al should be utilized in a product.
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Another really cool and creative feature of the Zoom Al Companion is the Ul Modality switch. It
elevates the entire idea of Copilot reporting to a new level. ZAC can help list ideas from the meeting on a

digital whiteboard, organize content into categories, and even develop relevant brainstorming topics to

help jump-start the brainstorming session. Figure 8.4 shows this unique Ul modality switch.
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Figure 8.2 ZAC can answer questions about the meeting
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The application starts with an accessible summary and transforms the ideas into a brainstorming
canvas space whenever it’ s needed. This smooth, rapid, on-demand change of modality (while also
transferring the context of the meeting) is especially impressive. This is similar to how Sumo Logic
Copilot would render the results on the map for a geolocation query or as a bar chart for a summary
query. Using Al to switch Ul modalities automatically to fit the needs of the task feels like magic. In your
own Copilot design, look for similar opportunities to have Al pick the right Ul modality as needed to

address the demands of the user’ s task while keeping the context of the conversation going!
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The Microsoft Security Copilot (MSC for short) also provides reporting functionality, but with a
few notable differences. It offers two different types of reports: an executive summary and a pinboard.

Let’ sexamine the UX design of these two features more closely.
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Figure 8.3 One of the benefits of ZAC is that there is not much to set up
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Figure 8.4 ZAC uses a different Ul modality by organizing the meeting ideas on a virtual

whiteboard
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Executive Summary: A General Report
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The first and primary feature of the MSC is that it provides effortless automated executive summary
documentation of the security incident with a simple prompt. This is a key feature because such reports
are mandated by the leadership, government regulations, and industry best practices. A security incident
is a big deal; it’" sa bit like a police report you must file when someone tries to break into your
company’ s digital properties. This is why a general executive summary report is an incredibly useful

feature for which LLMs like ChatGPT are ideally suited.
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Microsoft is not pulling any punches with their Executive Summary, shown in Figure 8.5. One of
the superb features of this report is that it is written in plain, understandable, jargon-free English, suitable
for consumption by a wide range of users: the leadership, auditors, regulators, and the security team

itself.



Wirite a report summarizing the investigation. Lead with a non-technical executive
summary. Next provide the breakdown of the Defender incident report, the takeaways

from the Sentinel Hunt, the Intune device state, and finally the threat intel summary.

) 3 steps completed 70s

Nov 3, 10:03 AM | 71.17s
Executive Summary

An investigation was conducted into a security incident involving user Lynne Robbins and the device
PARKCITY-Win10S. The device was found to be noncompliant with the Defender for Endpoint - Device

Risk policy. The Manatee Tempest threat actor group, known for its ransomware campaigns, was active

during this incident.
Defender Incident Report

The incident involved initial access, command and control, and ransomware on multiple endpoints.
Manatee Tempest activity was detected, and ransomware activity was observed. The device PARKCITY-
Win10S was found to be noncompliant with the

Windows10CompliancePolicy.Device ThreatProtectionRequiredSecurityl evel setting.
Sentinel Hunt

Security events associated with the IP address 10.50.0.46 were found in the last 14 days, involving various
computers and activities, including PARKCITY-Win10S and PARKCITY-DC. These events provided insights
into the frequency and timing of security events related to the specified IP address.
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Figure 8.5 The Executive Summary report is generated in jargon-free English suitable for

consumption by various stakeholders and regulators
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Pinboard: A Specialized Report Focused Only on Selected Key
Details
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In addition to providing the Executive Summary incident report, the MSC offers another excellent
feature: the ability to create a custom pinboard from the manually selected data that contains detailed

insights from the lines of investigation that yielded fruitful insights.
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As with any investigation, the security teams often look at the most common suspects and find
them“ innocent of the crime” —that is, they see nothing suspicious related to the security incident.
These “ side tangents” of the investigation are often lengthy, multistep affairs, and the security teams
frequently undertake several fruitless lines of inquiry before they figure out the real culprit. Adding every
possible detail to the final technical report makes it a long, tedious, and confusing narrative.
Additionally, listing everything that happened increases the chances that the LLM will hallucinate, call
out the wrong root cause, or get confused with unrelated information when creating the summary.
Instead, the MSC does something clever: It allows the userto “ pin” only the most relevant data points
to atemporary “ pinboard” space and then uses the Copilot LLM to construct the report limited only

to the pinned data points (see Figure 8.6).



= Microsoft Security Copilot 'Preview / My sessions / What is the status of the user account for Lynne Robbins? Is it locked out?

O L CWw

What is the status of the user account for Lynne Robbins? Is it locked out?

3 steps completed 24s

I found a single user matching the name Lynne Robbins. She is a Helpdesk Administrator. Here are the
key details:

+ Display Name: Lynne Robbins

* |D: 006a987e-6a0b-4 -1277233e8bd4
+ Job Title: Helpdesk Administrator

= Account Enabled: False
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Figure 8.6 The Pinboard report is generated by selecting only the items the team wants to include,

greatly improving clarity
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The pinboard is then available as a separate report so that anyone joining the investigation at a later

time can jump straight to the critical information, as shown in Figure 8.7.
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The pinboard shown in Figure 8.8 provides a complete report using human-selected information.
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Info for Report: Ignore Automatically vs. Pick Manually?
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Interestingly, the Zoom Al Companion (ZAC) and the Microsoft Security Copilot (MSC) diverge
significantly in their designs in terms of how the information for the report is chosen. ZAC automatically
filters out nonrelevant information; for example, if the meeting started with one of the participant’ s
lengthy accounts of their recent trip to Baja and all the fantastic bluefin tuna they caught on the boat
there, ZAC will likely omit this (however fascinating) fishing adventure from the meeting summary.
(However, we can assume that the Al will still be able to answer questions about the size of tuna caught

by the person in question. “ When | saw that tuna, I said * We’ re going to need a bigger boat’ !” )

Pin board

What is the status of the user
account for Lynne Robbins? Is it
locked out?

Security Incident Lynne Robbins Manatee Tempest

Defender for Endpoint Sentinel Hunt

ciated with the IP address 10.50.0.46 were founc
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Figure 8.7 When seconds matter, the Pinboard feature allows anyone joining the investigation to

come up to speed fast
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Executive Summary

An investigation was conducted into a security incident involving
user Lynne Robbins and the device PARKCITY-Win10S. The ice
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The incident involved initial access, command and control, and
Manatee Tempe
was observed. The
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What is the status of the user
account for Lynne Robbins? Is it
locked out?
Security Incident Lynne Robbins Manatee Tempest
Ransomware Defender for Endpoint Sentinel Hunt

Intune Device State

Summary  # Pinned Items (7)

What is the status of the user account for Lynne Robbins? Is it
locked out?

> Nov3,826PM | 25.23s

Is the user considered risky? If so why?

Generate and run Defender Hunting Queries

DataRequest:Are there any defender incid olving Lynne
Robbins on October 17th? List the title_severity. timestamp.
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Pin board

What is the status of the user
account for Lynne Robbins? Is it
locked out?
Security Incident Lynne Robbins Manatee Tempest
Ransomware Defender for Endpoint Sentinel Hunt

Intune Device State

Summary ~ # Pinned Items (7)

What is the status of the user account for Lynne Robbins? Is it
locked out?

| found a single user matching the name Lynne Robbins. She is
a Helpdesk Administrator. Here are the key details:

® Display Name: lynne Robbins
® Given Name: Lynne

® Surname: Robbins

Figure 8.8 The Pinboard report is limited only to human-selected information
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In contrast, the Microsoft Security Copilot Pinboard feature relies heavily on the human security

analyst to help pick the right data to showcase in the report. This is likely for two reasons:
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O 001t sharder to tell the difference between a highly relevant yet futile avenue of security
investigation and a story about the bluefin tuna told in the meeting, and most Als, no matter how

well trained, will have a hard time assigning different meanings to similar-sounding information.
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O00000O0OD0ODOO0O0O O The security report in the Pinboard is a legally required
document, primarily governed by industry regulations and best practices, and legally admissible
should the need arise. This report must be as complete and accurate as possible, as
understandable as possible, and include only pertinent data. Thus, the security report generated
through the Pinboard by the MSC is much more important than a meeting summary produced
by ZAC.
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As you might recall from our discussion of the value matrix in Chapter 5, “ Value Matrix—Al
Accuracy Is Bullshit. Here’ s What UX Must Do About It,” false positives (wrongly inventing some
nonexistent information) and false negatives (wrongly ignoring important insights) often have different
costsor “ penalties” associated with them depending on the specific use case. Those potential false
positives and false negatives must be weighed carefully against the benefits the Al-driven reports that

Copilots will provide.
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Divergent design approaches used by MCS and ZAC are a perfect example of the principle of

understanding trade-offs. Whereas ZAC filters out unnecessary data automatically, MCS is choosing to



employ additional human work in an effort to avoid possible hallucinations and thus decrease the
possibility of creating a false positive or a false negative in the crucial security incident report. In all cases
involving Al products, your design decisions must be based on a solid and thorough understanding of
the costs and benefits of various trade-offs, including the costs and benefits of true/false positives and

true/false negatives.
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Itis as the Blue Fairy said: “ Now, remember, Pinocchio: Be a good boy. And always let your use
case be your guide.” Customer-obsessed decision-making will be the key to your success as an
Al-driven product designer, as will your ability to understand and advocate for the security and privacy

of your customers’ data.
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Security and Privacy

0000000000000 00000D0DOOZoomO Microsoft
OOOo0b00oobobooboobobooobod AlCopilot oo

Are either of these Al tools trained on your data? Zoom and Microsoft both assure us that this is not

the case, which is the key to high-end paid Al Copilot services like these.
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Imagine if your key product strategy decisions were somehow leaked to a competitor, or if the

details of your systems’  security vulnerabilities were somehow made public knowledge.
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One thing the Zoom Al Copilot could improve would be to answer users’ questions about how
private their conversations are—right in the Copilot instead of in the documentation, which is a wall of
text no one wants to read. It’" s great that the Copilot calls your attention to it and lets you know it s
working right when it launches. Still, some of my colleagues were uncomfortable with it because they
distrust Al in general. They wanted to know whether these transcripts are viewable by their IT admins or
company leadership even when the meeting isn’ t being recorded or when the Copilot features are
disabled.
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When developing your own Copilot application, remember that while it may be useful to learn
from your customers’  data, it is often not ideal as a long-term business plan. A clear stance on security

and privacy might be the most demanded (and most often overlooked) feature in the Copilot designs.
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Design Exercise: Create Your Own Copilot Report
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In the previous Ul design exercise, we sketched our mobile Copilot. Now we will build upon and
extend your first design by augmenting it with a report. Using the ZAC and MSC Copilot reporting
features as examples, brainstorm and sketch some ideas for your Copilot report experience. Consider

the following:

1.000000000000000 What text will you be including in the summary report?
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000000 DO00000oooobbo0ooonDooDWhatwill you be
omitting? If you are omitting some details or social chatter, do you need a way to indicate to the

Al or configure that in some way? Or will the editing be automatically done by the Al?

2000000000000 000000DOO0DO0ODODoDOoDoOooDOooOoOoOdlfthe
user will be manually configuring the report, should they indicate what they want to keep or what

they want to remove?

4.000000000000000000 Copilot
0000000000000 D000000000000000D0OOdWhowill be the
users of your report? Are they the same people who will be using your Copilot? Who else might

be seeing the report? Are there any security and privacy concerns?

5000000000000 bOoO0000oooooOoOoO0oooooooooog
O0O0/00/000000000 Do you need just one type of report or multiple types (e.g.,

daily, weekly, etc.) or something you might share with leadership/team/family/etc.?

6.0000000000O0O00O000O0O0ODOWillyou be allowing the user to ask questions

about this report?

0000000000000 000DO00000DDO0O0D0 O What settings will you

need to provide to configure the report? (Hint: Just enough is definitely more here!).

goobobobboooooobbobbtbodooouoboboobobbooooooobobobo
00 wBgooooboobobbooooan 14
goboboboboouooooobbbbboooooon

Finally, consider if your use case warrants providing a text-only summary or augmenting the text
with some graphs. (We will be digging deeply into Al-driven graphs in Chapter 13,“ Forecasting with
Line Graphs,” and Chapter 14, “ Designing for Anomaly Detection.” )

HEN

NOTE

gobobbbbougoogobbobbboooogobboobouoooooon



If you need inspiration, consider the following example. Do not proceed to the next chapter until

you have completed your own design exercise.

oot otdbobogtd

Design Exercise Example: Life Clock Copilot Report

ooooobobobo/Mmuobooboooobooobooboboboboooooog
0oo

Continuing our Life Clock/Life Copilot theme from the previous chapter, we will definitely want to

add a couple of reports to our application.

oo

Daily Report

OO0 CopilotD 0 0DO0ODOODOODOODODOODOOODOODODODODODODO
Jodobbbbogdogouoobobuoooobobbouoooobobbbouooo
gogoobbbgdogooobboggoooobbbuooooobbboooao
g uuouoboobboto+w20b-1poobbougoogoboobboouoad
gooooubobbgoooooobog* ggoo» boobd

Since part of the job of the Copilot is to answer hypothetical questions about various foods, not
everything the user will ask about will actually be consumed. Thus, one of the functions we are missing in
the previous chapter’ s design is an accurate daily summary of foods and exercise. We should also
naturally include the ability to add or delete food and exercise. In the following example (see Figure 8.9),
| omitted the tactical attribute information (+2 strength, [J 1 charisma, etc.). | focused instead on the life

clock outcome and some snarky “ life coach” commentary about our cocaine-sized coffee habit.
goooobooooooobouoooooao
We could have also added one or more of the following to our report:
-0000D0O0O000O O Bestand worst daily foods

-000000/0000000 A dedicated button to add foods/exercise



-00000000000 O The ability to mark the day as complete

-0000D000000000D0O0DODOO0O000000DO O split report on food and

exercise (in sequence or on separate tabs)

-0000bO0bAIOD00D00Db0ODbObDObDObDOoDODOsSplitt coachchat” Al day

summary and list of foods on two separate tabs
-0000000000000DO OO Weekly trends vs. last week or vs. average week this year

-0 000 0 And so much more!
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(1 8.9 Life Copilot0 O O 0O 0O O
Figure 8.9 Life Copilot Daily Summary Report

guoobobbtoooooobbuodooouobbbbouooooobbbogo
goobobbugggguobobbuodooooobobobboooooooboboobooad
OD00O0O0O0OOHeeticaOODODOODDODO0ODODOODODOODOOODODDOOODOOO 3
oo AuUXoooon

The list of possibilities is virtually endless. How do you decide which feature to include and what to
drop? Why don’ tyou get a bunch of smart people in the room and order a bunch of lattes and fight it
out with lots and lots of trademark UX drama? Of course—the design with Helvetica wins! (No. The
answer is research. Obviously. And we’ |l tackle the latest UX for Al research methodology in Part 3 of

this book.)

goobobobbodoooobobbtbodooooooobboooooooboobo
goboobbbouooogoobobbuodooooonbobbboll—au0obbobogad
gooobobobooooooobbbbtooooooobbobbooooooubboobobobooo
goooboooooon

Finally, did you notice that the word “ Blueberries” is misspelled? | left that in the drawing as a
reminder that it is much more critical that your design fits the use case than that you spell everything
perfectly! Don’ t perfectionize your early prototypes—they are supposed to be rough and elicit honest,
open conversations with your customers. Test with customers as soon as possible, continuously discard

bad ideas, and iterate fast to improve the experience and deliver greater value.

Joog

Weekly Report

goobobbobooooooobobobbbodooooobobobbooooooobobobo
goboobbodgooobobobobbodood 810
gbobobobbouoooooobbbbboooooobbobood

Most people would agree that while daily variations can be dramatic, more impactful lifestyle trends

can be measured and viewed using weekly reports that show an optimal level of periodicity. As Figure



8.10 shows, the weekly report can include a concise summary of individual days and a weekly summary

and rollup.
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(0 8.10 Life Copilot 0 OO OO I
Figure 8.10 Life Copilot Weekly Report

guooobbooggooobbuouoooa* bbb goooooobbbogo
goooboo* ggdg” obbbboddoodgobbobboooooooobooo
gluupooooodooooobbbobboooouob bbb bbbo
gogoooo

Note that | reused the bottom conversation “ Ask bar” in both designs—that saved me time and
indicated to the prototype evaluator that the “ Ask bar” is pinned at the bottom of the screen, and the
report scrolls past it in the background. I also created the navigation menu shown in Figure 8.11 as an
overlay to save time and effort drawing each screen separately while creating a more realistic material

design.

goobobobbodoooooobobobbooooooooobbbooooog—
—goboobbuodggggobbobbbodgoogobboobbouooooobooon
oooobobooliboodoogoobbbbboooooooob 3
gooobboooogAbooooon

When you draw to brainstorm and save time, a paper prototype becomes a means to answer
questions and confirm hypotheses—a way to fail as fast and cheaply as possible, a token reminder not to
fall in love with something so ephemeral and crude. This is one of the central themes of my fourth book,

$1 Prototype, and one of many modern UX for Al research tricks I will cover in Part 3 of this book.
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(0 8.11 Life Copilot 0 OO O I

Figure 8.11 Life Copilot Navigation menu



