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In this chapter, we tackle various types of anomalies that Al can detect and provide
recommendations for designing the Ul for those use cases. Mastering this chapter will enable UX
designers and product managers to have high-quality, detailed conversations with their data science and
engineering colleagues and discuss important considerations of interface design. This chapter also
explores Ul best practices for fine-tuning your system to optimize usability and avoid false positives and

false negatives.
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Why Is Detecting Anomalies Important?

O0o00o0ooooooooo
Anomaly detection is useful for a wide range of use cases:

Identification of Critical Production Issues: A sudden and significant drop in signal strength at a
specific telecommunications tower likely points to a critical issue, such as equipment failure. Anomaly

detection helps engineers catch the problem early and fix it before it impacts the quality of service.

Quality Control and Assurance: In manufacturing (particularly in Six Sigma shops), an anomaly in
agadget’ smeasurement on a production line may signal a quality control issue. Identifying this
anomaly helps the manufacturer identify the source of the problem, improve the manufacturing process,

and ensure the production of high-quality gadgets.

Security and Fraud Detection: In the financial industry, the sudden use of a credit card for multiple
high-value transactions in different countries within a short time frame can indicate fraudulent activity.

Early detection of such anomalies alerts the bank to block the card to decrease the impact of the liability



and stop the hack.

Early Warning System: Anomalies play a crucial role in predictive maintenance for industrial
machinery. For example, an unusual increase in vibration or temperature readings from a specific
component of an industrial machine may indicate impending failure. Detecting anomalies early allows

maintenance teams to schedule timely repairs or replacements, preventing unexpected downtime.

Improving Decision-Making: In an e-commerce platform, a sudden surge in website traffic beyond
normal patterns during a specific time period (e.g., due to a marketing campaign) can be considered a
“ happy” anomaly. Successfully recognizing this anomaly allows the marketing team to adjust

strategies in real time to capitalize on the increased interest and potentially boost sales.

Compliance and Regulation: The pharmaceutical industry’ s manufacturing process is often
particularly rigorous to help avoid product contamination. Detecting anomalies in the process (such as
longer chemical reaction times) is crucial to complying with regulations. Identifying and addressing
these anomalies ensures the company meets quality and safety regulations and avoids expensive fines

and lawsuits.
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While Al can detect many different types of anomalies, this book will focus on the four main types
widely recognized in various industries. The considerations of designing the Ul to detect these four types

of anomalies are widely applicable and instructive in complex use cases.
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Four Main Anomaly Types
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While the complete analysis of all of the various anomaly types is well beyond the scope of this
book, we can draw inspiration from Andrew Maguire’ s exceptionally useful and wise anomaly

classification (1) to examine four main types of anomalies and the interface design considerations for



each (see Figure 14.1).
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Figure 14.1 Four types of common anomalies detected by Al, inspired by Andrew Maguire
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Point Anomaly
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Point anomalies occur whenever the value briefly “ spikes” and exceeds a predetermined static or
dynamic threshold. A classic example might be a computer’ s CPU Busy Percent metric, which spikes

because a rogue process is using too much processing capacity.
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Point anomalies are usually indicated by a red circle drawn around the first incidence of the

anomaly. Red dots indicating anomalous data point readings are also typical (see Figure 14.2).
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How do we determine what constitutes a spike? Broadly speaking, point anomaly detection falls

into two categories: static thresholds and dynamic thresholds.
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Figure 14.2 Example of point anomalies
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Source: author / reproduced with permission of millimetric.ai /

https://millimetric.ai/blog/what-is-an-anomaly
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Static thresholds are exactly as they sound: The system or user can set a static threshold (like 90%).
That threshold, when exceeded, signals an anomaly. In Figure 14.3, note that the threshold is set too low
(at only 10 percent), so the blue line is constantly straying into the red “ anomaly territory.” (You’ |l
have to trust me on the colors, since this is a black-and-white book.) Such a detection monitor would be

very noisy and inan “ anomaly state” most of the time. (That would be weird because an anomaly



would be the normalityd But that seems to be what the world is coming to.)
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As you can see from this example from Datadog, not much Al machinery is involved, and the

algorithm is pretty straightforward:
If the value is > threshold, then the value is an anomaly.
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Dynamic thresholds, on the other hand, are significantly more interesting. The classic dynamic
threshold method for detecting anomalies uses Bollinger Bands. The idea is simple: First, we calculate a
simple moving average (SMA) for the last N days; then, we determine a standard deviation from SMA
and double it. The SMA + 2 standard deviations line forms the upper band, while the SMA O 2

standard deviations line forms the lower band (see Figure 14.4).
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Bollinger Bands are very useful for determining price anomalies. Day traders swear that whenever a
stock price “ pushes through” the band, it is because something significant is happening to the stock
price. When that happens, it'" s an anomaly indicating that one should buy or sell the stock. (This seems
better than forecasting the stock price using chicken entrails. Well, maybe. Anyhow, we covered

forecasting in the previous chapter.)
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Figure 14.3 The Ul for a static threshold point anomaly detection
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Source: Stack Exchange Inc /

https://stackoverflow.com/questions/76236544/datadog-only-alert-after-x-amount-of-time / last

accessed on February 05, 2025
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Regardless of whether or not you agree with the magical predictive qualities of Bollinger Bands
when it comes to daily stock prices, the fact remains that Bollinger Bands provide a simple dynamic
threshold solution. They help dramatically decrease the number of false positives, especially for variables
that can rise and fall quickly and stay at a certain value for a time or variables without preset upper or

lower limits.
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Bollinger Bands are just simple math and are not that sophisticated. As discussed in the previous
chapter, simple statistical methods are often very effective, and Al is sometimes unnecessary overkill. In
cases like that, Bollinger Bands can be an effective dynamic threshold solution for point anomalies.
However, depending on your use, simple solutions may not be enough. You need sophisticated Al

models to detect anomalies in complex measurements and help decrease false positives or false negatives.
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Figure 14.4 Bollinger Bands are a simple example of a dynamic threshold point anomaly detection
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Source: author / reproduced with permission of Commaodity.com
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Figure 14.5 shows a more complex Al-driven dynamic threshold example (again, from Datadog).

Compare it with the static threshold picture shown in Figure 14.3 earlier in the chapter.
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Figure 14.5 A more complex Al-driven dynamic threshold for point anomaly detection
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Source: Datadog / https://docs.datadoghg.com/monitors/types/anomaly / last accessed on

February 05, 2025
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Interfaces for fine-tuning Al-driven dynamic threshold settings can get pretty hairy (see Figure

14.6).
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Having users manually adjust this detection type for hundreds or thousands of metrics is just not
feasible. That' swhy you may want to design your system so that the Al algorithm can select the best
automatic presets based on some learning parameters (like a number of false positives and negatives).
Al/ML methods can help optimize the correct number of standard deviations (bands) for a particular
measurement (“ 2" ) and update the SMA interval (* 1week” ) inaway that minimizes the number
of false negatives and false positives. You may also wish to have Al select from several alternative

proprietary detection algorithms, such as the algorithm named “ agile” in Figure 14.6 (2).

v Advanced options

Anomaly detection algorithm options Reset to Auto Defaults
Detect anomalies | 2 + | deviations from the predicted data using the | agile + | algorithm with = weekly ~  seasonality. @
c Take Daylight Savings Time into account while evaluating this monitor. Base clock changes on = America/New York (UTC-04:00) +

Use arollup interval of 60 +  seconds. @

Recovery options
Recover if the values are within the bounds for atleast | 15 minutes
Alert recovery threshold: < 0 (0% of the values in the last 15 minutes are outside the bounds)

Warning recovery threshold: < Optiona (0% - 100%)

Missing data options

[Never] + | automatically resolve this event from a triggered state. @

Evaluation options

Delay monitor evaluation by | 0 seconds @

Do notrequire « a full window of data for evaluation. 2]
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Figure 14.6 Ul design for fine-tuning Al-driven dynamic threshold settings for point anomalies can

get pretty complex
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Source: Datadog / https://docs.datadoghg.com/monitors/types/anomaly / last accessed on
February 05, 2025
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WARNING
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Dynamic thresholds are not suitable for every measurement.
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For example, something like CPU Busy Percent or count of transaction errors may not be a great
candidate for dynamic threshold detection because any unexpected spike of those metrics is a critical
condition and will degrade performance. We don’ twant the systemto“ learn” to ignore larger and
larger numbers of errors over time. Other measurements unsuitable for dynamic thresholds include
compliance, quality control, and service level agreements (SLAs) metrics. Examples are required system
uptime, maximum parts per million (PPM) of lead in drinking water, or a maximum number of minutes
raw chicken can sit at room temperature in an industrial kitchen that makes baby food. (Gross. | know.
But someone’ s got to track it. Now that Trump and Elon’ s DOGE-bags fired most of the federal
employees in charge of consumer protection, it might be up to designers to help build a usable interface

that hard-codes key FDA anomaly guidelines that should not dynamically change over time (3).)
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On the other hand, something like network traffic volume, number of transactions, order volume,
session length, and revenue, among others, would be perfect candidates for dynamic threshold
monitoring because, just like stock prices, those metrics tend to go up or down and stay in a particular
dynamic range for some time due to external factors. For example, network traffic volume might be very
low during the weekend, and the system that adjusts to a lower threshold during Saturday and Sunday
would be just what is needed to detect a security breach. However, by Monday morning, we need to
automatically re-up the threshold; otherwise, network traffic due to legitimate work activity would set off
the alarms. The use case for using static or dynamic threshold is not always intuitive, and some UX

research and in-depth conversations are always a great idea.
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This is why you, as a UX professional, will need to interview engineers, data scientists, customers,
and subject matter experts (SMESs) to determine which threshold applies to your particular point

anomaly detection use case.
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Lastly, it is important to mention that a point anomaly is often not significant in and of itself. Rather,
the number of point anomalies within a specific time period (like a minute or an hour) is much more
significant. An occasional CPU Busy Percent spike is not that impactful to performance, but multiple
spikes within the same minute will rapidly degrade the responsiveness and performance of the machine.
Thus, most monitoring systems differentiate clearly between an anomaly and an alert. Again, in-depth

research via quality conversations with users, SMES, and data scientists is always an excellent idea!
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Change Point Anomaly

guoobobbtoooooobbuodooouobbbbouooooobbbogo
gooobobboogggoobbobbuodooooobobobooooooobboobood
goooubobbggogoo* b togoobobbbouoooobobbbuooo
Joooobbboooooobobbuooouloggoooon

Change point anomalies are similar to point anomalies in most respects. Both can be considered
“ amplitude” anomalies—for example, they occur whenever the observed value unexpectedly
breaches a certain static or dynamic threshold. The big difference between change point and point
anomalies is that point anomalies are “ spikes” that quickly come back down to baseline, and a change
point anomaly is an unexpected change that remains sustained over time. Therefore, your approach to

Ul for tuning the system will be slightly different for each type of anomaly.
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When you construct the interface to tune point anomaly detection and determine whether an alert
is needed, you want to provide a way for users to indicate the number of times the point anomaly
occurred within a certain period of time. For example, if there are three or more anomalous CPU Busy

Percent spikes in one minute, the system triggers an alert (see Figure 14.7).
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Figure 14.7 A point anomaly detection alert is only generated if three or more anomalies are

detected in a one-minute interval
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In contrast, when you construct the interface to tune change point anomaly detection to see if it
needs to generate an alert, you want your interface to indicate how long the anomalous reading sustained
an abnormal value; for example, if the value was greater than a certain threshold for over one minute,

then the system triggers the alert (see Figure 14.8).
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Differentiating between change point and point anomalies helps you fine-tune the system for the
specific use case, but in many use cases, you will not need to make this distinction. It is common to see
the Ul that allows the user to take care of both conditions in the same configuration form. Using a
shorthand notation ([value \/] = stands for a drop-down, [value] = text field, and [X] = checkbox,

etc.—more on this later), we can write it down simply as
Trigger a [Critical \/] alert whenever:
[X] the value exceeds [90 %] for a period of [1 minute \/]
[X] [3 times \/] in a [1 minute \/] interval
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Thus, you are covering both types of anomalies with a single UI. Dynamic and static thresholds

should follow similar principles for both types of anomalies.
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Itis ideal if the system fine-tunes these values automatically using AlI/ML methods and only
“ asks” the user to respond to alerts by designating themas“ true positive” or*“ false positive” so
it can learn and improve the algorithm for best performance. However, in all cases, providing a manual
way to override the Al values is absolutely essential (see Part 4 of this book for more on the criticality of

maintaining human oversight over Al).
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Figure 14.8 A change point anomaly detection alert is only generated if the anomaly sustained an

elevated reading for one minute or longer
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Here are the five key principles for designing the point and change point anomaly detection Uls:
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0000000 000000000 D Depending on your use case, if an anomaly occurs
once, it may not be a cause for alarm— if we alert the system’ s users about every anomaly, there
will be too many false positives. To regulate the number of alerts, your Ul often needs to have
some kind of “ occurrence timer,” either for a count of occurrences (for point anomalies) or

for the duration of the change (for change point anomalies).
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000000000000 0000O0000 Make ita priority to provide a line graph (for
the past 15 minutes/1 hour/24 hours, etc.) as a model to allow users to preview the effects their
changes will have on a decent-sized sample of historical data in real time. This will help users
avoid inadvertently creating too many false positives or missing signals of interest (and creating

false negatives).
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dynamic algorithm tuning, try using a Mad Lib “ fill-in-the-blank” Ul design pattern so that
the entire tuning Ul reads like an English sentence. Drop-down menus and text fields embedded
in the text provide the inputs. This will help even users unfamiliar with the subject understand

what the tuning parameters do in the context of other settings.
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0 O O O Use AI/ML methods to create reasonable defaults for fine-tuning the Ul to minimize
user effort. Learning algorithms can also be used to self-tune the system, especially in cases where

hundreds of variables for thousands of objects need to be monitored on an ongoing basis.

-J0000000000000O A/MLOOOODOOO O Never disable manual

tuning methods, especially for cases where the AI/ML is performing the fine-tuning.
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Contextual Anomaly
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Point and change point anomalies are * amplitude” anomalies formed when a value of a variable
of interest breaches some static or dynamic numerical threshold. In contrast, the more complex and
interesting contextual anomalies fall into a family of * shape change over time” anomalies—for
example, rather than analyzing the value of a variable, we analyze the shape the line makes over time and
determine if the behavior of a variable is anomalous based on that. Sometimes, there is a way to describe
complex periodically occurring shapes mathematically but shape anomaly detection is often done with

Al/ML methods, which typically work quite well for the task (4).
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While there are many thousands of use cases for contextual anomalies, here are a few that the

authors are familiar with more intimately:

Unseasonable Traffic Spike: Suppose a website receives the expected amount of traffic during
working hours Monday through Friday and suddenly experiences too little or too much traffic that does
not match the expected behavior for a particular time of day or day of the week. That is a contextual
anomaly related to hourly or weekly seasonality. Contextual anomalies of this kind can signal security
breaches (traffic during unexpected times, unexpected volume of traffic from unexpected countries/IP

addresses, unexpected locations of admin traffic, etc.).

Unseasonable Traffic Drop: If your Add To Cart button is broken and the expected sales suddenly
drop, or a poorly configured discount code reduces the price to $0, the revenue drops precipitously.
These bugs have a tangible impact on the business and can be quite costly. Contextual anomaly

monitoring can help detect these bugs and fix them quickly.

Slow Drift: Sometimes, the trend is not a sudden change but a slow, gradual drift over time. These
types of anomalies are devilishly difficult to detect. For example, if your online traffic keeps increasing
over time, it’ s not a bad thing. Still, it is an anomaly that might warrant an action, like increasing the

computing capacity of your web server.

Machine Vibration Anomalies: When a complex machine (engine, pump, turbine, airplane wing,
factory equipment, etc.) is operating, it vibrates a certain way. That vibration can be measured using a
dynamometer (a device that measures force) over time. A trace of vibration over time has very
distinctive peaks and troughs, which can be used to detect deviation froma*® healthy” or expected

shape” of vibration. For example, anyone who owns a car and a functional eardrum can tell you that

acold car that just started up on a freezing sub-zero-degree morning will vibrate quite differently from a



warmed-up vehicle. Likewise, an astute car owner can usually detect weird noises, knocking, etc., which
result from a change in a pattern and frequency of vibration and can be used to detect anomalies and
predict if a piece of equipment is about to break down. In some cases, contextual vibration anomalies

can even be used to predict the nature of the breakdown and estimate the time to failure.
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Keep in mind that while your industry might be different than those described here, learning the Ul
best practices for these kinds of anomalies will enable you to discover existing (or invent novel) shape

anomaly use cases that apply to your specific product or industry.
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Contextual Anomaly Based on Seasonality

UddlJepto oo ul
gooobobobooooooobobbbodoooobobobobboooong 14000

The following is an excellent example of seasonal shape anomaly detection Ul from Jepto. It' sa

clean and straightforward interface for configuring the anomaly algorithm (see Figure 14.9).
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Figure 14.9 Seasonal shape anomaly detection Ul
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Source: Jepto / https://www.jepto.com/help/anomaly-detection-settings / last accessed on
February 05, 2025
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The main two configurable parameters are

-000 0000000000000 00D0O0O0O0000Time Period (Daily): Determines

the time frame of periodicity that the algorithm will try to model




-00 00000000000 b0bU0bOobOobUndodDirection (Both): Whether

the anomaly will be generated if the value surpasses the expectation or underwhelms it
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Both of these parameters should be straightforward for users to understand.
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Also note another feature we mentioned earlier: the preview graph of the past time periods that
shows how many anomalies would have been generated from the past data if these settings had been in
effect. This preview pane is handy because it avoids setting up the system incorrectly and creating too
many false positives (normal readings that are misinterpreted as anomalies) or false negatives (where an

anomaly should have happened but was not reported).
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Most of the interesting settings are hidden in the Advanced pane (see Figure 14.10) because, most

of the time, the majority of users will trust the basic algorithm settings to do a good job.
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The most important advanced setting is the Threshold of Positive Anomalies. It determines what
percentage of the data can be specified as anomalies. This metric adjusts the system’ s sensitivity. As the
saying in design goes, “ If everything is bold, nothing is.” The same applies to anomalies. (This metric
is also related to processing capacity: how many anomalies can a team look at in a reasonable amount of
time? See the sidebar “ The Costs and Benefits in Variable Al Models” in Chapter5,* Value
Matrix—Al Accuracy Is Bullshit. Here’ s What UX Must Do About It.” )

oo



Opportunities for Improvement
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While most folks would agree that this Ul is clean, well-executed, straightforward, and provides a
good amount of contextual help, the concepts the form manipulates are fairly sophisticated. There are
many areas where this Ul can be improved using best practices that can be gleaned from UX for Al
human factors studies. While your mileage may differ, here’ s a short list of problems, along with

suggested solutions to try for your next UX for Al anomaly detection project.

Only a Single Periodicity can be Chosen: In the current Ul, the user must pick the period: daily,
weekly, monthly, yearly, etc. However, we already discussed that most periodicity happens as a
combination of these: during the day, there is low demand at 2— 6 a.m., for instance (daily pattern),
then the typical decreased demand on weekends (weekly pattern). Finally, during holidays in
November/December, the traffic spikes (yearly pattern). Picking only a single periodicity, such as
“ weekly,” misses the opportunity to model these more complex cycles and identify important
anomalies (such as a traffic spike at 3 a.m.) while generating many false positives during the holidays
when the traffic is high. Rather than having the user pick one periodicity, the ideal Ul should
automatically suggest an anomaly schedule that best fits the available data (likely a combination of daily,

weekly, and yearly trends).

The Algorithm is not Self-balancing: This is important because during certain times, like seasonal
high shopping demand, the data will be noisy and out of balance, generating many false positives. While
there are settings in the U1 to help ameliorate this, they need to be understood and then set manually. To
remedy the problem, consider having a setting that automatically adjusts based on an unusually high
number of anomalies. If this has to be user-driven, it can be placed closer to the source of the problem,
such as a simple question that is triggered from the alert, for example (using shorthand notation, where [
] = checkbox):

[ ] Getting too many alerts on this metric? Check this box to adjust anomaly levels automatically

based on recent data.
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The Sensitivity Drop-down Menu is Hidden: As discussed earlier, the most critical system setting is
the Threshold of Positive Anomalies. Unfortunately, it is hidden under the Advanced settings, perhaps

to protect the user from the hard-to-understand values in the drop-down list.




The Sensitivity Options in the Drop-down Menu are Confusing: The options in the sensitivity
drop-down menu are confusing. According to the documentation, they are: 99th Percentile, 95th
Percentile, Median of The Data Max Values, and Default Setting for Digital Marketing Data. | suspect
most folks will have trouble understanding these options. Instead, consider having a simple slider like

this one (again using shorthand notation):
Number of Anomalies —---------- A [X] adjust automatically

ooooobobo[ojooooobobobobobobDoboDooDooooon
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The Auto option is selected by default to the adoptive setting that fits the data, and the slider is
provided in case the user wants to manually adjust the number of anomalies. A slider like this is much
more intuitive than a percentile drop-down menu: Drag the handle to the right to detect more anomalies

or to the left to decrease sensitivity and detect fewer anomalies.

Add the Anomalies Recommendations in the Copilot: In addition to direct settings in the Ul, a
Copilot chat functionality can be used to provide user guidance and help choose the correct settings.
Copilot can help users adjust settings recommendations based on historical data, answer specific
documentation questions, play out “ what if” scenarios, and more. (See Chapter 12,“ Modern

Information Architecture for Al-First Applications,” for more discussion of Al-first settings pages.)
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The most important takeaway bears repeating: As we discussed in the previous chapter, typical
periodicity for an e-commerce site is a combination of hourly (less traffic at night), weekly (less traffic on
Saturday and Sunday), and yearly (more traffic right before the holidays and typical sales times). Thus,
Al/ML tools will do much better than typical algorithms because they are based on direct training of
models using previous historical data and not algorithmic predictions. Identifying the correct
combination of periodicity and then using it to identify contextual anomalies accurately can be an

excellent application of Al technology.
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While a manual, single-setting Ul seems appropriate for configuring one or two anomalies, it
doesn’ tscale well. Recall that these settings will likely need to be applied differently across hundreds, if
not thousands, of metrics. Automation and self-balancing will likely be the key. Carefully consider use
cases and make your UX design recommendations appropriate to the scale of the task and your

customers’ levels of education.

oot

Curve Shape Anomalies
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So far, we’ ve discussed amplitude (point anomaly and change point anomaly) and shape change
over time (contextual anomaly). In our final example, we will examine the curve shape anomaly. Rather
than looking at a change in value or break in periodicity, detecting curve shape anomalies relies purely

on Al’ srecognition of the sometimes gradual change in the curve’ s shape.
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We’ |l use the Horse-Head oil pump as an example use case for this section. You’ |l see that Al
can be trained to recognize various curve shapes described by moving components to determine the

system’ s state and authorize corrective action.

otg

Horse-Head Oil Pump
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One of the most commonly used types of oil pumps is the Horse-Head, or Beam, oil pumpjack,
invented by Walter Trout in 1952. However, the original design is much older, harking back to the
ancient Chinese irrigation systems (5). The electric motor spins the gearbox, oscillating the beam,
making the Horse-Head (and the attached rod) move up and down, allowing the pump to bring oil to
the surface. Figure 14.11 shows the complete digital twin (see Chapter 4, “ Digital Twin—Digital

Representation of the Physical Components of Your System” ).
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Figure 14.11 Digital twin of a Horse-Head oil pump. Note the downhole dynacards at the bottom

of the drawing

goboboobbbouogoogobobo* gg” guobboobbooooooobooo
gogooboobobbtodooooobobobboodoooobbobbboooooobbo
goggobooboboooooa* oo» o



What interests us most about this system is what happens deep in the well, or “ downhole,” where
many different problems might arise deep in the ground in a dynamic environment while we are
bringing several tons of viscous material to the surface. For the sake of brevity, let’ slook at just one

common anomaly condition called “ pounding.”
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Imagine, for amoment, a traditional water well with a bucket attached to a long rope. In the
downhole picture on the left, the well is full, so the bucket sits all the way in the water. Moving the bucket
up and down is smooth because the bucket never breaks the surface of the liquid. In contrast, the picture
on the right shows an almost empty well. The bucket in this picture slams down on the surface every time
it is moved up and down. Oil is much more viscous than water, so “ pounding” the oil surface with a
bucket is not only nonproductive (as it does not help move the oil to the surface) but will very quickly

cause the delicate rod and bucket system to bend and break!

gobobbbbudgggguobobbodoogoboboobbouoooooobooo
gooobobooooubbbb—yooooobbbbtoooooobbboboboog
goobobboooogoobobobbtodooooooboobooooooobboobooa
gobobobbodggggobbobbuodooooobboboouoooobboobood
00O

Many wells pumped at a fast pace occasionally run out of oil and need time to fill up again to
prevent pounding. For this reason, we need to figure out what is happening “ downhole” —areliable
way to detect that pounding is occurring so we can stop the pump quickly and wait for the well to fill up
again. We also need a system to do this autonomously because oil wells are often spread out over a great

distance in hostile environments (like the Iraqi oil fields or, ahem, Bakersfield, CA.)
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Fortunately, we have an excellent tool for the job: We can measure the force on the rod using a
dynamometer attached to the rod and then (with a bit of fancy math) produce a nice graph called the
“ Downhole Dynacard” the shape of which can be used to diagnose many different conditions
including “ pounding.” Some sample dynacard graphs are shown at the bottom of our digital twin

diagram in Figure 14.11.

guooobbuooooooooo* g oooo* oo goooooogo®
o duobbgdogooobboggoooobbbogooooobobboooao
goboobbodogoobobbobbbodoooooboboobobood

By simple visual inspection, you can see that the * dented” look of the® pounding” dynacard
on the right is quite different from the normal “ square” shape with rounded corners (pictured on the
left). Al can be trained to recognize various curve shapes and take appropriate actions (like turning off

the pumping motor and waiting for a set interval for the well to fill up with oil once more).
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While the complete analysis of all of the possible curve shapes exceeds the scope of the book, we
should mention that a relatively simple AI/ML system can be trained to recognize hundreds of shapes

and diagnose dozens of different pump conditions (6).
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What Kind of Ul Do We Need to Control This System?
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Interestingly, while the mechanism of detecting various conditions is fairly sophisticated, there is

not much to the Ul itself. Note that the curve does not change shape immediately but undergoes a



gradual change. With each pump cycle, the curve changes slightly until 0 BAM! We got pounding.
This slight change over time works to our advantage because we don’ t need to take drastic action—we
just want to minimize the extent of the long-term damage to the pump system. After each N pump
cycles (say N = 10), we can use a fresh dynamometer reading to generate a downhole dynacard curve,
which can be fed into the local Al “ brain” to compare against a variety of dynacards the Al has been

trained on. If the Al can answer with some measure of confidence that, based on the shape of the curve,

“

pounding” is indeed occurring, the Al can make an autonomous decision to stop the pumping

motor.
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The Ul is quite simple. Again, using our shorthand Ul notation (see the sidebar, “ Getting Ready
for Al-pocalypse: Shorthand UX Design Notation as Al Prompt” ), here’ saform that has the

“ meat” of everything we need:

Perform curve anomaly analysis each [10 \/] complete pump revolutions

Al Curve Analysis Rule: [Pounding \/]

When the curve match confidence >=[90% V/],

perform the following action: [ Turn off the pump motor \/]
for the period of [10 minutes\/] O O O O [

That' sit!

Jubootdbootdbodgubttd ul

Design Exercise: Create Your Own Anomaly Detection Ul
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Anomaly detection is a vital value-add provided by Al. For your design exercise, determine which

metrics in your system need to be monitored for anomalies and why.

lLO0000000dodoooooobouodooooooonoououodgn
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000000000000 DL000000DbL000000DbLO0O00OOnOWhat
point anomalies should you be detecting? In what use cases would a static threshold apply? Is
there a use case for a dynamic threshold, and if so, what is it? Can some variation of the Bollinger
Bands algorithm be used? If so, what time period will the SMA be based on, and how many
standard deviations (bands) will need to be utilized? Who should you be talking to find out the

details?

2000000000DO00DODOO0DOO0O0ODODOO0OOOODDOODOOODODOd
0000000000000 What change point anomaly (e.g., persistent change over some
period of time) can you detect? How long should the anomaly persist for the measurement to be

considered anomalous?

Jdd00o0obodbobOoobodoooobooooOoobDOooooOooDOod
0000000000000 00O0»O O What contextual (shape-change-over-time)
anomalies can you detect? What' s the potential periodicity of the measurement (daily, weekly,

yearly) ideal for detecting these anomalies?

0000000 ouodooooboonooououooooood
00000000000 O What curve shape anomalies (see the Horse-Head pump dynacard
example) can you detect? What action should the system perform when a specific condition is

detected?

ddooooodoooooooooooooobobooo0oooobbOUdddWhat
kinds of anomalies other than the four mentioned here can you think of detecting in your

system?
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If you need inspiration, consider the following example. Do not proceed to the next chapter until

you have completed your own design exercise.
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Design Exercise Example: Life Clock Anomaly Detection Ul
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Our use case, Death/Life Clock, is rich with possibilities for detecting various types of anomalies.

Let’ sbreak them down by type, giving an example of each:
1. 0000000000000 0 Pointanomaly, such as a sudden spike in caloric intake

2000000000000 000000Change pointanomaly, such as a prolonged

wakeful period during sleep

000000000 00000000D0000000D0DODOOOO Contextual
anomaly, such as unexpectedly low exercise time during the day of the week when the user

typically exercises

A0000000000000O0000000000¢0O0OOCurve shape anomaly, such as

adverse change in body composition shown in before-and-after photos

gobobbbbuggogobobbodooooboboobbuooooooooo
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Rather than drawing each anomaly separately, we can list all possible anomalies together in one

area, such as the unimaginatively named “ Anomalies” list (see Figure 14.12).
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Figure 14.12 Anomalies list in the Life Copilot app
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Thissimple “ all-in-one” approach may not be practical in reality. Still, it allows us to quickly and

easily discuss various types of anomalies with potential customers. This simplistic design presents a very

efficient Ul “ bookend” for testing our assumptions during user research. (For more on the

“ bookending” method of RITE testing UX for Al prototypes, see Part 3 of this book.)
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Now it’ syour turn: Take 20 minutes to sketch your own designs (5 minutes for each type of

anomaly.) And [ action!

[

[
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Getting Ready for Al-pocalypse: Shorthand UX Design Notation as
Al Prompt
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Designers, it’ s time to declare your freedom from “ Robot Monkey Work” — such as
producing high-definition mockups of pages already described as templates in your design system.
Shorthand notation is just the hack you need to initiate your liberation and deliver more value and
higher quality by outsourcing your repetitive and boring “ Robot Monkey Work” to [0 Robot
Monkeys. In fact, the Al will likely make fewer mistakes when designing simple pages, as it will be
sourcing the designs from the leading web and mobile examples and leveraging a complete, robust

design system (see Chapter 19 for more on running Al-assisted RITE studies).
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My favorite examples of Robot Monkey Work? Tables and simple forms. No one should have to
redraw those for the 10,000th time! And with the shorthand notation, now youwon’ thaveto. It’ s
past time we automated the “ Robot Monkey” work, and the Al-first tools for UX design are almost

here to take a simple Al prompt and convert it directly into functional React code.
DOouxXxogoooooooood

The Shorthand UX Design Notation is that prompt.

o uxgodod

Shorthand UX Design Notation
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As a consultant, | developed this shorthand notation more than 20 years ago before document
cameras became widely accessible for remote work. This shorthand allowed me to instantly get everyone

on the team on the same page just by taking good text-based notes in a remote brainstorming meeting:
-0 0 O O Saved time
-0 000 O O Improved client communication
-0000D00O00000 0O Used simple text-based note-taking
-00000O0O0O00O O Efficiently and clearly described the design
-00000000 0O Completely documented design decisions

-J00000000000000000000O0000O0O Could be done live on the call

with the entire team as part of note-taking

-0000D000000000O Could be used for complex forms, tables, and diagrams
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The notation is as simple as possible, allowing for efficient recording of the most common layout
options and form controls. Here are some common Ul components in shorthand labeled with the name

of the component:
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The shorthand notation allowed me to quickly document tables by describing column headers plus
a few well-chosen lines of content to show what was in the table. Writing out simple forms using

shorthand components was likewise a piece of cake.
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But the best part about this design notation is that it can now be used as a prompt for Al to create
working Ul forms, tables, and more directly in React, using your design system code components,

custom styles, fonts, and the like.
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Shorthand Notation as Al Prompt to Go Directly to Working Code
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Recall the digital twin of the Horse-Head pump. Using the shorthand notation, we can describe the

complete form that controls the anomaly detection and self-correcting action as follows:
Ou4B300000000000000O00

Figure 14.13 shows how this form might look as a hand-drawn wireframe.
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Figure 14.13 Wireframe for a form controlling fluid pound rule for a Horse-Head pump
0141400000000 React0 00000 ODOODOO0O Clauded OO

Figure 14.14 shows the Claude output of this shorthand rendered directly in working React code.

° Using the shorthand Ul notation below: *[Fluid Pound] /finput field[Description... ] //text

< Anomaly Detection Control Form <  Preview Code X
area(0)ON ()OFF /radio buttons{Anomaly graph} /non-form elements, pictures, hero
images, etc.(More info) //helper text<retrain> //linkSettings: //section header[10 minutes \/ ]
Jidrop-down[10 minutes | 20 minutes | 30 minutes | 1 hour \/ ] //drop-down showing Rule Detail @ Settings
options[X] /icheckb ked[ ] //checkbox unchecked[[Update]] /fprimary button--==----
<\emmnnnnn OF =e|-nnenne- [lslider(0 ) fswitchEte. *create a complete form in HTML to Fluid Pound Analyzeevery 10~ cycles
controls the anomaly detection and self-correcting action as follows. Use two columns, with

Anomaly Graph on the left and the Settings section on the right:

Rule Detail: [Fluid Pound] (0)JON ( JOFF {Anomaly graph} <retrain model> Settings: Analyze
every [10 \//] cycles When cenfidence > [90] %, Perform all the following: [X] Pause mator for
[10 minutes \/ ][ ] Alert [Warning \/] [ ] Notify [Email 1, 2... ] [[Updatz]]

When confidence > 20 %,

Perform all the following:
Anomaly Graph .
y P Pause motor for 10 minutes v
(/) Anomaly Detection Control Form

Click to open component

[ Alert  Warning v
T've created a React component that implements your form with the following features:

[] Notify
retrain model
1. Two-column layout with proper spacing and alignment

2. Left column:

» Rule name input with ON/OFF switch

01414000000 Al React OO OODODOOO

Figure 14.14 Shorthand notation as input for Al to create a simple form in React
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Source: Generated with Al in Claude
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Before asking for the form output, we “ seeded” our Claude request with a small sample of text,
giving the LLM the key to shorthand notation. This is an example of RAG (retrieval-augmented
generation)—providing specific training data before asking the model to respond. Large language
models (LLMs) are already highly sophisticated Als trained on vast volumes of data. RAG is a
cost-effective, simple-to-use technique that extends those powerful capabilities to specific domains
(such as shorthand design notation) without retraining or fine-tuning the original model. Here’ savery
simple example of RAG: the exact query | used to create the React form in Figure 14.14. Essentially, | just
pasted in the shorthand HTML control descriptions first, then the form data in short-hand, and let
Claude do the Robot Monkey Work:

Using the shorthand Ul notation below: *[Fluid Pound] //input field[ Description] ] //text
area(0)ON ()OFF //radio buttons{Anomaly graph} //non-form elements, pictures, hero images,
etc.(More info) //helper text<retrain> //linkSettings: //section header[10 minutes \/ ] //drop-down[10
minutes | 20 minutes | 30 minutes | 1 hour \/ ] //drop-down showing options[X] //checkbox checked] ]
//checkbox unchecked[[Update]] //primary button--------- N------mm- or --|--------- //slider(0)
//switchEtc. *create a complete form in HTML to control the anomaly detection and self-correcting
action as follows. Use two columns, with Anomaly Graph on the left and the Settings section on the
right: Rule Detail: [Fluid Pound] (0)ON ( )OFF {Anomaly graph} <retrain model> Settings: Analyze
every [10 \//] cycles When confidence > [90] %, Perform all the following: [X] Pause motor for [10
minutes \/ ] [ ] Alert [Warning \/] [ ] Notify [Email 1, 2[0 ] [[Update]]

Using the shorthand Ul notation below: *[Fluid Pound] //input field[ Description] ] //text
area(0)ON ()OFF //radio buttons{Anomaly graph} //non-form elements, pictures, hero images,
etc.(More info) //helper text<retrain> //linkSettings: //section header[10 minutes \/ ] //drop-down[10

minutes | 20 minutes | 30 minutes | 1 hour \/ ] //drop-down showing options[X] //checkbox checked] ]



//checkbox unchecked[[Update]] //primary button--------- N\--==mmmm- or --|--------- //slider(0)
//switchEtc. *create a complete form in HTML to control the anomaly detection and self-correcting
action as follows. Use two columns, with Anomaly Graph on the left and the Settings section on the
right: Rule Detail: [Fluid Pound] (0)ON ( )OFF {Anomaly graph} <retrain model> Settings: Analyze
every [10 \//] cycles When confidence > [90] %, Perform all the following: [X] Pause motor for [10
minutes \/ ] [ ] Alert [Warning \/] [ ] Notify [Email 1, 2[0 ] [[Update]]

guoobbbtoooooobbbooooobbbbbooooobobbbooo

Continuing with our Horse-Head Pump example, the master screen for the detail page would be a

simple table with a column of switches:
014155000000 000000000000000O000O000DOO

Figure 14.15 shows how this table might look as a hand-drawn wireframe (with minor changes to

match the system styles).

Q seprcH BY WVAME. . .
RVLE \ o U\ wewes | Rows(zunec)] | CAsTvPonTED | vPoATES BY

FLv i@ pouws | G \1,000 124,000 | Yvlad 3302k | TgniTH
cps wrereemend @O | (o0 | 5000 \t[1/z4 320590\ R BAkeER

014155000 AI0000000
Figure 14.15 Wireframe for a table of Horse-Head pump Al rules
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You can probably guess that Claude will have little problem producing this table, so let’ s make the

task harder: Let’ s give Claude a highly abbreviated shorthand table prompt:

00 1416000 Claude 0 00O OO React 0 HTML
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As Figure 14.16 shows, Claude easily produces the table in React or HTML, even with this highly
simplified shorthand prompt!

Claude

£ Well Rules Control Table ¥ w

° Create a table for: *Rule Name|ON|#Wells|Runs (24hrs)|Last update| by Fluid Pound|(0
)1,000/24,0001 1/1/24,3:02pm| J.Smith. *Use best practices to fix name the headers and
format dates

4 Professional Rules Table <  Preview Code X

RULE NAME STATUS WELL COUNT 24H RUNS LAST UPDATED UPDATED BY

Fluid Pound 1,000 24,000 01/07/24 03:02 PM J.Smith

ofs  Professio

Rules Table
0 op t

I've improved the table with the following best practices:
1. Header naming conventions:
« Changed "ON" to "Status" (more descriptive)

* Changed "#Wells" to "Well Count" (clearer)

anged "Runs (24hrs)" to "24h Runs”

« Split "Last update by” into "Last Updated” and "Updated By"
2. Formatting improvements:
« Added proper date formatting function
« Used consistent uppercase headers
« Right-aligned numerical columns
* Added hover state for rows
« Improved spacing and padding
« Added subtle dividers between rows
3. Visual hierarchy:
« Used subtle background colors for better readability
« Added proper font weights and sizes
« Improved text contrast with appropriate gray shades
Would vou like me to adiust anv aspect of the formatting or stvling?
e Reply to Claude... °® B ¢

D Claude 3.5Sonnet % Choose style

B & Publish

0116000000000 AlO HTML/React O O O 0O 0O 0O O O O Claude
OoooboOooooogn

Figure 14.16 Simplified shorthand notation as input for Al to create a table in HTML/React. Claude
fixed all of the mistakes in the original input

0000 Claude0 OO AIOO

Source: Generated with Al in Claude
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Claude was able to recognize all the abbreviations and fix all of the mistakes and omissions in the
original input. For instance, Claude:

-000ONDUOODDO®" O0O” 00D 0O0OD Recognized that ON is a switch control
column called “ Status”

-O00byOOOOO0ODDOOOOOOChanged“ by” toastandard” Updated By” column

-001/1/243002pmO0 00000 0O OO O Changed “ 1/1/24,3:02pm”  to the standard date
format




-0 00000000 Aligned all numbers to the right

-0000D00000000DODODODO Named the table correctly as“  Well Rules Control
Table”

-0 00O Ete.
goobbobbbugoogobobooo

I cannot overemphasize just how impressive this is.
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Using LLMs, all those simple, silly little screw-ups that drive miscommunication and waste time
across your company’ s entire product development and go-to-market organizational stack will be
streamlined through standard pattern identification and immediate fixes translated directly into working

React code.

gobAlbDbooogoooooooo Al
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This is exactly what Al is really good at: Robot Monkey Work. Let Al free you to add superior value

by doing human work—empathy, story, orchestration, invention, and innovation.

guooouogd

What Is Human Work?
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In the very near future, the Al will be able to take your shorthand notes as a prompt and apply
standard design patterns and custom design system components to create 10— 20 different pages using
fully functional working React code. Al tools will find and fill in the missing details for simple pages, fix
common mistakes, and ensure everything works well together. This is Robot Monkey
Work—something that LLMs are great at. Just like in The Wizard of Oz, you will be able to hire a
“ team” of flying Robot Monkeys (Al agents) of different specializations, costs, and intelligence to do
all this amazing, detailed, heavy-lifting work for you. (Just tell your monkeys to be careful lifting the Tin

Woodman—he looks really heavy. See Chapter 15 for more on Al Agents.)
000000000000 DO000O000D0DbO0o0O0o00oDbOOoOoooooaO
What, then, is human work? Where should you, as a human designer, be adding value?

Easy Answer: Anything new you invent. Anything strategic. Anything that is leveraging Al to create
a better experience for your customers. Designs that improve product— market fit. Driving the vision for

the product roadmap. Driving stakeholder alignment. Product integration.
Easier Answer: Anything helping the company make more money while spending less.

Easiest Answer: Anything that cannot be readily translated from the shorthand UX Design
Notation to working React code by Robot Monkeys.



