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I would be remiss if | ended the part of the book that deals with Al design patterns without
mentioning Al agents. Sam Altman, the founder of OpenAl, recently said in a blog post: “ We believe
that, in 2025, we may see the first Al agents* join the workforce’ and materially change the output of
companies” (1). By many accounts, Al agents are already here—they are just not evenly distributed.
However, few examples yet exist of what a good user experience of interacting with that near-futuristic
incarnation of Al might look like. Fortunately, at the recent AWS re:Invent conference, | came upon an
excellent example of what the UX of interacting with Al agents might look like, and | am eager to share

that vision with you in this chapter (2). But first, what exactly are Al agents?
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What Are Al Agents?
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Imagine an ant colony. In a typical ant colony, you have different specialties of ants: workers,
soldiers, drones, queens, etc. Every ant in a colony has a different job; they operate independently yet as
part of a cohesive whole. You can“ hire” an individual ant (agent) to do some simple
semi-autonomous job for you, which in itself is pretty cool. However, imagine that you can hire the
entire ant colony to do something much more complex or interesting: Figure out what' s wrong with
your system, book your trip, or [1 do pretty much anything a human can do in front of a computer.
Each ant on their own is not very smart—they are instead highly specialized to do a particular job.
However, put together, different specialties of ants present a kind of “ collective intelligence” that we
associate with higher-order animals. The most significant difference between“ Al,” aswe’ ve been
using the term in the book, and Al agents is autonomy. You don’ t need to give an Al agent precise
instructions or wait for synchronized output—the entire interaction with a set of Al agents is much more

fluid and flexible, much like an ant colony would approach solving a problem.
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How Do Al Agents Work?
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There are many different ways that agentic Al might work—it’ s an extensive topic worthy of its
own book (perhaps in a year or two). In this chapter, we will use an example of troubleshooting a
problem on a system as an example of a complex flow involving a supervisor agent (also called
“ reasoning agent” ) and some worker agents. The flow starts when a human operator receives an alert
about a problem. They launch an investigation, and a team of semi-autonomous Al agents led by a
supervisor agent help them find the root cause and make recommendations about how to fix the
problem. Let’ s break down the process of interacting with Al agents in a step diagram, shown in Figure

15.1.
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Figure 15.1 Multistage agentic Al flow
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A multistage agentic workflow has the following steps:

1. 00000000 AIO0O0O0ODOOOOOAhuman operator issues a general request to a

supervisor Al agent.
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000000000000 00D0O0O0DOO00000000O Thesupervisor Al agent then
spins up and issues general requests to several specialized semi-autonomous worker Al agents

that start investigating various parts of the system (e.qg., a database) looking for the root cause.
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00000 OO O Worker agents bring back findings to the supervisor agent, which collates

them as suggestions for the human operator.
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000000000000 The human operator accepts or rejects various suggestions, which

causes the supervisor agent to spin up additional workers to investigate (e.g., a cloud



application).
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O O After several retrieval cycles, the supervisor agent produces a hypothesis about the root

cause and delivers it to the human operator.
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Just like in the case of contracting a typical human organization, a supervisor Al agent has a team of
specialized Al agents at their disposal. The supervisor can route a message to any of the Al worker agents
under its supervision, which will do the task and communicate the results back to the supervisor. The
supervisor may also choose to assign the task to a specific agent and send additional instructions later
when more information becomes available. Finally, the output is communicated back to the user when
the task is complete. A human operator then has the option to give feedback or assign additional tasks to

the supervising Al agent, in which case the entire process begins again (3).
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The human does not need to worry about any internal stuff—all that is handled
semi-autonomously by the supervisor. All the human needs to do is state a general request, then review
and react to the output of this agentic “ organization.” This is exactly how you would communicate
with an ant colony if you could do such a thing: You would assign the job to the queen and have her
manage all the workers, soldiers, drones, and the like to accomplish the task. And much like in the ant

colony, the individual specialized agent does not need to be particularly smart or to communicate with



the human operator directly—they need only to be able to semi-autonomously solve the specialized task
they are designed to perform and be able to pass precise output back to the supervisor agent, and
nothing more. The supervisor agent’ s job is to do all of the reasoning and communication. This Al
model is more efficient, cheaper, and highly practical for many tasks. Let’ s look at the detailed

interaction flow to better understand this experience in the real world.
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Use Case: CloudWatch Investigation with Al Agents
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For simplicity, we will follow the workflow diagram earlier in the chapter, with each step in the flow
matching that in the diagram. This example comes from AWS re:Invent 2024—Don’ t get stuck: How
connected telemetry keeps you moving forward (COP322), by AWS Events on YouTube, starting at 53

minutes (2).
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As shown in Figure 15.2, the process starts when the user finds a sharp increase in faults in a service
called“ botservice” (top left in the screenshot) and launches a new investigation. The user then passes

all pertinent information and perhaps additional instructions to the supervisor agent.
oo 2
Step 2
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In Step 2 (Figure 15.3), the supervisor agent receives the request and spawns a bunch of worker Al
agents who will semi-autonomously examine different parts of the system. The process is asynchronous,
meaning the initial state of suggestions on the right is empty; findings do not come immediately after the

investigation is launched.
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Now, the worker agents return with some “ suggested observations” that the supervisor processes
and adds to the suggestions on the right side of the screen (see Figure 15.4). Note that the right side of
the screen is now wider to allow for easier reading of the agentic suggestions. In this screen, two very
different observations are suggested by different agents: the first specializing in service metrics and the

second specializing in tracing.
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Figure 15.2 Step 1: The human operator launches a new investigation
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Source: AWS via YouTube (2)
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Figure 15.3 Step 2: The supervisor agent launches worker agents, which take time to report back
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Source: AWS via YouTube (2)
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Figure 15.4 Step 3: Worker agents return with suggested observations concerning the system’ s

problem
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Source: AWS via YouTube (2)
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These “ suggested observations” formthe “ evidence” in the investigation, which aims to find

the root cause of the problem. To determine the root cause, the human operator in this flow helps the



agent by indicating which observations are most relevant. Thus, the supervisor agent and human work

side by side to collaboratively determine the root cause of the problem.
oo 4
Step 4
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The human operator responds by clicking Accept on the relevant observations, which are added to
the investigation “ case file” on the left side of the screen, as shown in Figure 15.5. Now that the human
operator has added some feedback to indicate the information they find relevant, the agentic process
kicks in the next phase of the investigation. Now that the supervisor agent has received the user
feedback, they will stop sending “ more of the same” but instead will dig deeper and perhaps
investigate a different aspect of the system as they search for the root cause. Note in Figure 15.5 that the

new suggestions on the right are different—these are now looking at logs for a root cause.
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Figure 15.5 Step 4: After receiving user feedback, the agents investigate further and offer different

suggestions
O00AWSO O YouTube OO 20
Source: AWS via YouTube (2)
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Finally, the supervisor agent has enough information to take a stab at identifying the root cause of
the problem, so it switches from evidence gathering to reasoning about the root cause. In steps 3 and 4,
the supervisor agent provided “ suggested observations.” Now, in step 5 (Figure 15.6), it is ready for a
big reveal (the “ denouement scene,” if you will) so, like a literary detective, the supervisor agent
deliversits“ Hypothesis suggestion.” (This is reminiscent of the game “ Clue” where the players
take turns making “ suggestions,” and then, when they are ready to pounce, they make an

“ accusation.” The supervisor agent is doing the same thing here!)
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The suggested hypothesis is correct, and when the user clicks Accept, the supervisor agent helpfully
provides the next steps to fix the problem and recommendations to prevent similar issues in the future
(Figure 15.7). The agent almost seems to wag a finger at the human by suggesting that they “ implement

proper change management procedures” —the foundation of any sound system hygiene!
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The bot-forge service experienced AccessDeniedException errors when attempting to perform
Getltem and Putitem operations on the BotConfig DynamoDB table. These errors were caused

1 by an explicit deny statement in the BotConfig table's resource-based policy, which prevented
the Bot-ForgelnstanceRole from accessing the table. This authorization issue led to increased
error rates and latency for bot-related operations, affecting multiple services including bot-
service and bot-schedule. The problem manifested as spikes in fault rates for PUT and GET
operations on various bot endpoints, impacting the overall functionality of the bot
management system.,
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Figure 15.6 Step 5: The supervisor agent is now ready to point out the culprit of the “ crime”
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Source: AWS via YouTube (2)

Possible Next Steps:

1. Review and revert the recent changes made to the resource-based policy
on the BotConfig DynamoDB table to restore the necessary permissions for
the bot-forge service.

Audit the 1AM roles and policies associated with the bot-forge service to

ensure they have the required permissions to access the BotConfig table.
Implement proper change management procedures for updating resource-
based policies and IAM roles to prevent similar issues in the future.
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Figure 15.7 The supervisor agent also provides the next steps to fix the problem and prevent it in the

future
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Source: AWS via YouTube (2)
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Final Thoughts
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There are many reasons why agentic flows are highly compelling and are a focus of so much Al
development work today. Agents are effective and economical. They allow for a much more natural and
flexible human— machine interface, where the agents fill the gaps left by a human and vice versa, literally
becoming a mind-meld of a human and a machine, a super human “ augmented intelligence,” which
is much more than the sum of its parts. However, getting the most value from interacting with agents also
requires drastic changes in how we think about Al. Designing user interfaces that support agentic

interactions is truly an exercise in creating “ Al-first” experiences:

Flexible, Adjustable Ul: Agents work alongside humans. To do that, Al agents require a flexible
workflow that supports continuous interactions between humans and machines across multiple
stages—starting an investigation, accepting evidence, forming a hypothesis, providing next steps, etc.

It'" saflexible looping flow consisting of multiple iterations.

Autonomy: While, for now, human-in-the-loop seems to be the norm for agentic workflows,
agents show remarkable abilities to come up with hypotheses, gather evidence, and iterate the hypothesis
as needed until they solve the problem. They do not get tired or run out of options and give up. Al
agents can also effectively “ write code [ atool building its own tool” (4) to explore novel ways to
solve problems—this is new. This kind of interaction by nature requires an “ aggressive” Al—for

example, these agents are trained on maximum recall, open to trying every possibility to ensure the most



true positive outcomes (see our Value Matrix discussion in Chapter 5). This means that sometimes the
agents will take an action * justtotryit” without” thinking” about the cost of false positive or false
negative outcomes. For example, an aggressive Al agent “ doctor” might prescribe an invasive brain
cancer biopsy procedure without considering lower-risk alternatives first or even stopping to get
consent! All this requires a deeper level of human and machine analysis and multiple new approval flows

for aggressive Al “ exploration ideas” that might balloon operational costs and lead to human harm.

New Controls are Required: Although much of the interaction can be accomplished with existing
screens, most agent actions are asynchronous, which means that most web pages with the traditional
transactional, synchronous request/response models are a poor match for this new kind of interaction.
We are going to need to introduce some new design paradigms. For example, start, stop, and pause
buttons are a good starting point for controlling the agentic flow as otherwise you run a very real risk of
ending up with the “ The Sorcerer’ s Apprentice” situation from Fantasia (with self-replicating

brooms fetching water without stopping, creating a huge expensive mess).

You*“ Hire” Al to Perform a Task: This is a radical departure from traditional tool use. Agents
are no mere tools; they are intelligent reasoning entities with their own ways of doing things. Al service
already consists of multiple specialized agents monitored by a supervisor. Very soon, we will introduce
multiple levels of management with sub-supervisors and “ team leads” reporting to the final
“ account executive agent” that deals with humans [ just as human organizations do today.
Historically, organizations needed to track the * 3 Ps” : products, people, and processes. Today, we are
expanding the definition of the organization’ s*“ people” toinclude Al agents. That means
developing workable Uls for safeguarding confidential information, role-based access control (RBAC),
and agent versioning. Soon, safeguarding the agentic models and training data will be as important as

signing NDAs with your human staff.

Continuously Learning Systems: To get full value out of agents, they need continuous learning.
Agents learn, quickly becoming experts in whatever systems they work with. A new Al agent, like a new
intern, will know very little, but they will quickly become the “ adult in the room” with far more access
and experience than most humans. This will have the effect of creating a massive power shift in the

workplace. We need to be ready. (See Part 4 of this book for discussion on Al ethics.)

Regardless of how you feel about Al agents, it is clear that they are here to stay and evolve alongside
their human counterparts. Therefore, we must understand how agentic Als work and how to design

systems that allow us to work with them safely and productively, emphasizing the best of what both



humans and machines can bring to the table.

HEN
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